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Abstract

To address the privacy leakage and compliance risks inherent in cross-departmental customer
data integration within enterprises, this paper proposes a Privacy-Preserving Record Linkage
(PPRL) approach that synergistically integrates Trusted Execution Environment (TEE) and Brak-
erski-Fan-Vercauteren (BFV) homomorphic encryption. The framework enables high-accuracy
customer entity matching without exposing raw sensitive data by coordinating local encryption,
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secure computation within the TEE enclave, and minimally sufficient result disclosure. To ac-
commodate the practical characteristics of enterprise data, such as heterogeneity, large scale,
and stringent governance requirements. We further introduce several enhancements, including
multi-domain feature encoding, pruning-based batching, and compliance-aware result packaging.
Experimental evaluation demonstrates that the proposed method consistently outperforms both
traditional Bloom Filter-based approaches and TEE-only plaintext processing in terms of match-
ing accuracy and privacy preservation. Moreover, it effectively mitigates re-identification and
side-channel threats while maintaining data utility. This work provides a practical and deploya-
ble pathway for enterprises to establish secure, compliant, and auditable data integration infra-
structures.
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Figure 1. PPRL framework for enterprise customer data integration based on TEE
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Figure 2. Secure decryption and inner-product masking workflow within the TEE Enclave
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Table 1. Example records of a representative customer across multiple departments
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Figure 3. Comparison of matching accuracy across different methods
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Figure 4. Breakdown of end-to-end execution time by component
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Figure 5. Comparative evaluation of privacy preservation effectiveness
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