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Abstract

Current network anomaly intrusion detection often relies on black-box models, which lack interpreta-
bility and hinder engineers’ ability to quickly understand alert causes and respond promptly, thereby
severely limiting the efficiency of security protection systems. To address this issue, this paper pro-
poses a trustworthy network anomaly intrusion detection method that integrates large language
models. The approach first employs XGBoost to identify anomalies in network traffic and utilizes
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SHAP to analyze the contribution of features to the detection results, thereby revealing the decision-
making basis of the model. Subsequently, a large language model is leveraged to integrate the detec-
tion results and SHAP explanations into a natural language report, providing intuitive and easily un-
derstandable alert descriptions along with actionable recommendations. Experimental results demon-
strate that, while maintaining high detection accuracy, the proposed method significantly enhances
model interpretability and practical usability.
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Figure 1. Model architecture diagram
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R PRI LA 5 AN 8 5 LR B T B PE D S

Hip
S = ﬁT,max x(l_%p];)j (23)
Hob H(p, ) AT AT . R S RIS AEE0.7)s H1(0.4~0.7)FUIK(<0.4) =AEEG, f LA (0]

L.

TESRAFE T e 25 W SRHE Tk 5, RGUAIS KR B 304 3 ARE S S EmRE, HREMELS
Mras FEALAL RGN ATERAE ) SCF U . LLM PAZS M NS & L it
Z/l={j/,ﬁr,S,(Featurei,qﬁi)iEfK} (24)

Horb, P RORTIMSAIREE,  p, RoORIEERME S TR, S FOR™EEVEY, Feature, x5 i M
NFHIE, ¢ FORHRHIE § 19 SHAP STERE, 7 R Ttk LA BT K BRI AR &
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Table 1. Experimental operating environment
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ZFR (L=
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Figure 2. Confusion matrix of intrusion detection results
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Figure 3. Intrusion detection ROC curve
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Figure 4. Intrusion detection Precision-Recall curve
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Figure 5. Intrusion detection confidence calibration chart
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Figure 6. Intrusion detection feature contribution analysis chart
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Figure 7. LLM intrusion detection analysis report

& 7. LLM N RIS

RRHIESEE. BAAHERE TRMATHHH

DOI: 10.12677/sea.2025.146111

1268

Bt TR M


https://doi.org/10.12677/sea.2025.146111

EAF

SE 3k

[1]  ZEiREE, SER AP, 25 MENREEAR LR 5 EZ4a%R, 2020, 5(4): 96-122.

[2] HHMLE, ZEEE, BepssE, 2 3T SMOTE M GBDT [#1M 4 NI 7 R 7T [0]. NS HBTFT, 2017,
34(12): 3745-3748.

[3] XUATHT, HRW, REK, . 5T 0040 25 T B RN 28 NAZ RN EE D], BAF 243k, 2008(4): 993-1003.

[4] JFZRHE, MK, DRk, 4. fbE BEHLARMR AL B 5L B BN AR BN FE ] 3R, 2021, 32(10): 3254-
3265.

[5] 2Z=#F, ey, &%, & AT XRHRAEINME NI, HHEHEFTS KR, 2003(6): 799-807.

[6] Louk, M.H.L. and Tama, B.A. (2023) Dual-ids: A Bagging-Based Gradient Boosting Decision Tree Model for Network
Anomaly Intrusion Detection System. Expert Systems with Applications, 213, Article 119030.
https://doi.org/10.1016/j.eswa.2022.119030

[71 Ayad, A.G., Sakr, N.A. and Hikal, N.A. (2024) A Hybrid Approach for Efficient Feature Selection in Anomaly Intrusion
Detection for IoT Networks. The Journal of Supercomputing, 80, 26942-26984.
https://doi.org/10.1007/s11227-024-06409-x

DOI: 10.12677/5€a.2025.146111 1269 BAF AR5 R


https://doi.org/10.12677/sea.2025.146111
https://doi.org/10.1016/j.eswa.2022.119030
https://doi.org/10.1007/s11227-024-06409-x

	融合大语言模型的可信网络异常入侵检测方法
	摘  要
	关键词
	Trusted Network Anomaly Intrusion Detection Method Integrating Large Language Model
	Abstract
	Keywords
	1. 引言
	2. 可信网络异常入侵检测模型
	2.1. 总体架构
	2.2. 特征提取与预处理
	2.3. 异常检测
	2.4. 可解释性报告生成

	3. 实验及结果分析
	3.1. 实验设置
	3.2. 实验结果

	4. 结论
	参考文献

