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Abstract

In response to the security threats posed by unauthorized flights of low-altitude, low-speed, and
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small unmanned aerial vehicles and the limitations of traditional security methods, this project de-
velops an intelligent low-altitude defense system named “SkyShield Intelligence” based on the Rock-
chip RK3588 chip. The system adopts an integrated “perception - decision - execution” architecture
and a collaborative strategy of vision-guided radio frequency countermeasures. A multi-camera pan-
oramic vision system combined with Speeded-Up Robust Features image stitching and image dehaz-
ing algorithms generates a real-time 180-degree seamless panoramic video for environmental per-
ception. The neural processing unit of the Rockchip RK3588 deploys an optimized You Only Look
Once Version 8 model integrated with Deformable Convolutional Networks Version 2 and a re-iden-
tification tracking algorithm to achieve accurate detection and locking of unmanned aerial vehicles.
A self-designed portable multi-band radio frequency jamming gun is used for efficient countermeas-
ures, and a Fibocom L610 Long Term Evolution communication module is integrated to enable re-
mote alarms and Internet of Things linkage. The system forms a closed-loop response from unmanned
aerial vehicle detection to intelligent countermeasures, making it suitable for the protection of crit-
ical infrastructure and security for large-scale events, demonstrating significant practical applica-
tion value.
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Figure 1. Overall architecture of Anti-UAV system based on visual perception and edge intelligence
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Figure 2. Schematic diagram of algorithm structure
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Figure 3. Effects of different filtering methods in dark channel prior algorithm
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Figure 4. Comparison of the two methods
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Figure 5. Overall flowchart of image mosaicking
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Figure 8. Algorithm framework diagram
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Table 1. Comparison of algorithm performance before and after optimization
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Figure 9. Spectrum comparison of transmitted jamming signal and background noise
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