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Abstract

To address the problem that telecom fraud scripts are constantly evolving and users lack real-time
risk warning during phone calls, this paper designs and implements a cloud-edge collaborative
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voice anti-fraud system based on HarmonyOS. The system adopts a front-end/back-end separated
architecture. The front end is developed with the HarmonyOS ArkTS framework to support multi-
source audio playback, audio selection, user interaction, and result visualization. The back end is
built on Python Flask to perform audio preprocessing, invoke Baidu short speech recognition ser-
vices, and conduct fraud text detection. To improve real-time performance and engineering practi-
cality, a hybrid detection strategy integrating local rule-based pre-screening, large-model-assisted
semantic judgment, and result caching is proposed on top of large-model semantic analysis. The
system outputs structured results including risk level, confidence score, reason, and safety sugges-
tions. Experimental results show that, on a self-constructed dataset of telecom fraud and normal
conversation speech, the overall fraud detection accuracy reaches 91.6%, while the recall of key
fraud phrases such as “safe account”, “frozen funds”, and “court subpoena” exceeds 95%. Under Wi-
Fi conditions, the average end-to-end response latency is about 2 s, and the success rate over 100
consecutive tests reaches 100%. In addition, supplementary experiments on 20 representative text
samples show that the optimized hybrid detection process achieves 100% classification accuracy
with an average response time of 0.38 s. The results indicate that the proposed system can effec-
tively identify typical fraud scripts and achieve a good balance between accuracy and real-time per-
formance, providing a practical reference for intelligent anti-fraud application development in the
HarmonyOS ecosystem.
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Figure 1. Overall system architecture diagram
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Figure 2. System working sequence diagram
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Figure 3. Application interface screenshot
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