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Abstract

Civil aviation meteorological Critical Information Infrastructure (CII) serves as the cornerstone of na-
tional airspace security and flight operations. Confronting legacy equipment networking risks, data
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security threats, and operational continuity challenges, this study constructs the first dedicated pro-
tection framework for aviation meteorology through policy analysis, standard deconstruction, and ac-
cident jurisprudence mining. The innovative “Four Horizontal Layers and One Vertical Axis” resilience
model integrates strategic governance, risk management, technical fortification, and operational as-
surance with deep defense capabilities. Key solutions include: establishing a multi-level data protec-
tion mechanism with Civil Aviation Meteorological Data Classification Guidelines, applying crypto-
graphic algorithms (e.g., SM4) for sensitive data encryption, designing a “3-2-1” emergency backup
strategy, and developing service-flow-threat mapping. Implementation advocates responsibility em-
bodiment (AB-post configuration, KPI veto), regulatory collaboration (randomized penetration test-
ing), and lightweight capacity building (scenario-based micro-solutions). This framework underpins
China’s aviation power strategy and advances the integration of meteorological security into the “Four
Strengths Air Traffic Management” neural hub.
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Table 1. Comparative analysis of mainstream CII protection frameworks
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Table 2. Civil aviation meteorology CII risk-control mapping table

2. RMSR CI K - #=5IRGT R

R Mo R K iy Hn Xt SRESR = TH SR ) it
g, Exe  BRZIRRSPIEE SRR + MESXEE. BEINE.

BIHBERB 0 i R, S AlEE BREE ARl R
ey TOHENE.  REEBREE.  BAWPE  SESNHE. METENE,
8 T 2k SHbE. WM R4 301 BN Ak NI i
s VA BRI BbAl RTO< 15 4 IE{TIRIE + USSR, ST,
= “ W 2% T B, RPO <5 4p%h HARBPE  BHZGR. HELES

B R BAEIT AR B A B2 4 A EIIR LR+ ENREAIEAL . AR Aok

LR YRS KT YR =L P N I S et
o PUEAE. NARR Sl eeEmiufl.  WaEZE + ABAEE. KPI —FE&Hk. 7R

AR IR SUEHR R B R R R

3. RMSKXFESEMTHEIGH RS X SHEK
3.1. EENSRIRS 4T

W2 Biti: APT Bui—— H bn 57 BUBUB TR BOE sl ik R4, BB M —— &/ A5 1] #iR
BAE. DDoS. P —— A PR AR A

H AR E SN Bom R ASBIR. KR N RIER.

RYMIE S NNKG: BEE MR TF L) ARG, BEHR. BRE LIRS .

Bl e A AR MEER (fE A B 22/ m k) BEe (B SRR R) . BRGEMIELSLE). BEEE A MPkAR[11].

3.2. eSS4

REEEE A, SUEE R W&o sk ils, FEETEAN; TERBINE AP B, FME
FmiR, PO50%. 98 KRG EEREP KPP, ZIHRGEHIHME, StER 2 XK[12]; e
NRGEBIRSHEA L EMETE . &R HIRT
3.3. BESWS T

A% O BT S 18T Z A RV R 85 B S BORMEM LR, W CRIT)AE M [H K 22 4
(BUEEFEMEA TIERA B R, KRGS TS EE ). Hokis R E REFRWidnEsL). #FET
M FE2E AT REHI S A LR R TERE ST,
4. RIS R XBEEEMEHZ LGP RWE

RUIA G oS BEMEIECI)R 2y, RREERSRES. UTHEMA a3,
X 24 IR 1 2 T 35, W — B A& R R b 505 . & arie it 55 Bk & .

DOI: 10.12677/sea.2026.154057 617 OISR


https://doi.org/10.12677/sea.2026.154057

el

HEFZEP AT, BB TNMERIE T E.
4.1. pIFBHESEN

B4 H bR B ORI B b B A RE SR A R Wiz 47 s 484 RS S 80 I HL % M (Confidentiality)
568 (Integrity) T FH 1 (Availability)s 58 R402 005 Pug kil . mRi, IEFLERRE ), IR
e i 1 R AT R 482 5 T

BP0 PR B (R NIRRT E 2822 4y (1], (R NRISFRIE I 2 20%) [11]. (6
G BRI A R ) 2] RN R GAT AR SE R R HE ;s DU A AR VRS 2k aly, 1R gk
Wy, S BRIRH ARG SRS g . S X BB E i M2 ER. MEBERRR R, ik
R OSSN S A RWHEAT: BEH. BEH. [FHAHE. BRHELS 7T, @22 3k
PRI PPAh . RS, Rk

4.2. PR B ESRET
BEXTRAUAR CIL R EER 2% SEH PR, MO 2 IS s, S “DURE—20” BIAREZECLIA 1):

RS EEE BAHRE ETRER EEME
(Risk Mgmt) (Tech Defense) (Ops Assurance) (Foundation)

gt WERe P HIRER

FUBHER e Lk
fESSMITeY HEREze sl PREERE
Y SRS (BCP) AREED

e i ReinhE itz e

ML ERER HERE L)

YRBOIEHE

REFINLR)

Figure 1. Four-vertical-columns-and-one-horizontal-base defense framework
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