Smart Grid £ FEHLM, 2017, 7(3), 153-160 Hans SOl
Published Online June 2017 in Hans. http://www.hanspub.org/journal/sg
https://doi.org/10.12677/sg.2017.73017

Model Building and Analysis of Minimal
False-Data Attack Vector Launched on
Power System

Jiaqi Ruant?, Jianchun Peng?!, Huaizhi Wang?!, Hui Jiang?

1College of Mechatronics and Control Engineering, Shenzhen University, Shenzhen Guangdong
2College of Optoelectronic Engineering, Shenzhen University, Shenzhen Guangdong
Email: jcpeng@szu.edu.cn

Received: May ZOth, 2017; accepted: Jun. 4th, 2017; published: Jun. 7th, 2017

Abstract

A model for building minimal false-data attack vector launched on power systems is proposed in
this paper. It is based on a local looped sub-network. The model’s objective function is minimizing
the changes in bus injection powers. The model’s constraints include that the values of border
state variables remain unchanged; a line congestion occurs and bus power balance equations. It is
thus an optimization problem. Adding the attack vector produced by this model to actual mea-
surements from the local looped sub-network gives a false-data attack to the power system. In this
way, all bus power balance equations are still satisfied for the whole grid. As a result, the false-
data attack naturally avoids the check from power system state estimation software. The false line
congestion will lead the security correction system to action that will place the power system on a
true not secure state, achieving the aim of an attack. Simulation results show that the attack vector
produced by the proposed model is not only effective but easy to achieve.

Keywords
Smart Grid, False-Data Attack, Attack Vector, State Estimation, SCADA

BORGR/PMERBBERERENEES S

AR, Ak, IRE, 1 F

SARYIDR AL S TR B, TR R
PRI TR, AR I

Email: jcpeng@szu.edu.cn

Wehs Hi: 201745 H20H; FHBER: 20174F6 H4H; KA HM: 201746 A7H

NESIM: bumt, @R, EWE, 1. ) R G0R0 MR RS Sl m = RS 2 Hr ). BRI, 2017, 7(3):
153-160. https://doi.org/10.12677/sg.2017.73017



http://www.hanspub.org/journal/sg
https://doi.org/10.12677/sg.2017.73017
https://doi.org/10.12677/sg.2017.73017
http://www.hanspub.org

Prazst <5

R

AICHR M T —Fi ) R G RN R B EE B R AR . IR Ik AR Bt R Y R R Ak
%, DHFTREANRBZRRR/NN AR, PULA RORSEAZA BB B 28 DL R 35 &R
PEORARFAE, B BREELE MERNBEEET . XA EA R B M B SR B A R
B, £aMRKEET RWETFEAR. AR EHREMETORN, BRHREBEELEEZERK
ERZRETMEEAMBAREAZERES, NTEEERTEK. HREREKH, R OTHERKR T
EEAA R 5 FIRE.

Xiia
RN, BEEEE, REaE, REAMT, BREES S HEERE

Copyright © 2017 by authors and Hans Publishers Inc.
This work is licensed under the Creative Commons Attribution International License (CC BY).
http://creativecommons.org/licenses/by/4.0/

1. 518

T 24 3% A A8 s 20 5 ) s 1) P 0 R S 2 R LWL B f Y RO, L2 A PR AT T S 2 EL R i vl
PRESAE r A P S T R SR R 2R

N PR I 22 A AT SEIEAT, Al BELAE F 70 W 2% A B SR 5 BTN )L Th I R A D Zh
KN R AR KA Th D 3R TE D B 23 R/ A5 B B AT HESE AN AR . A 1l SCADA R 4ifki%k
A R R Gy, FRE IR A T R GEA B A R AR A REAS 2 A5 9 FL 77 W38 AT IR He (U779 o L
EAARAL) [1] [2] [3]. & REERE AISAT RS EE, 4201 04 BE S it e JURITE 704 2257 U Bt
RN AE[A], IR RS % T RIEAT

PR e B ARG I et e FL A s DU ]2 ) e 75 28 AR 1 AR SRR (U B ok
RADIDFRRAA), ENE R ] O R R ZEE B 2 2RIERGEMN., FBRGEA
TSI (1 L DR 990 5 B 7 2 (45 FRLER 5] o U 2015 4F 12 H 23 H 55 22 R AR KB IS L L, A2
SF D P 4 Tl L B A ) KA [6] o R R R R BPIRASAG TE R Gox A R AR AL g AR,
— IREENLIEAS R s A VA St i AR G e AR I [7] [8]. DAk, R L ofoker I Adle Aoke Bk e 75
JRI,  RBEARIR L R B e 1 DR M T R e

Liu Y.58 ANAE 2009 SEFEH T U RGOS THRVEME SR RIS [9],  RIXcdi T Bl A I 57V 1)
Wi, & BESCRIEMTHER, R RGLIE L RS MIZIT. 2011 4 Yuan Y58 NFEH 1 S 5
P B AL [10], BEJE Qin Z.85% AAE 2012 SR H T AR M e IOBERR[11], FFHEE 1125k
A . DA GRRDIRE AN T RGN REARAS R B i g AR HT, 38 et 1 2 ) S A A 4 R O S5 ) R 24
QI ZEAE T AT, XK T Bk @A (5], Skbr b, T2 A M SR %,
PR 2By 0 8 1 Va i KB R 2 il R, A DR [12] . DRIE, BRS04 S 7 SR /N HL 5 TSR 0
) B AR ik, R PR R B e B AR O OCBE

ARSI T — b 3 2 Gt /I B ABEOE Tk 1) S AR ik o SR 5 3R AR o HL R 1Y SR 9 XA



http://creativecommons.org/licenses/by/4.0/

Prazst <5

RS, FENE SRR ARSORR s 51 R R i 3 B e P IE 200, A R
i P ) 2 AR IR AR G AR RN, I B R LR 22 ] SRR AT I H o SRR X v AR TR DA 2 T
RINFPHITREL R AT, T Prid s P oL RS Al T R G R0 e A, BRI — A
RURE A B [ B AR

2. WG EBMEREE

BT ERBIR IS, H z £78 SCADA REUKANHL /) R 40 8l & (A5 RUENA DY) 2
HUThE, £ mdEylmE), H x M K5 0ERR RS FRS & R RS THECT SO ERERAEA . 2 n
g m ), H HX RN BRI N 2005 THE(H 2B~ =N E 7 AR R AT LUAERE), He &
NI ER ZE . A &

z=HX+e (1)

EXFRET N

r=z-h(X) 2
R h(X) Fom BRI RN ETTIEE, B RGURSME TR L v, S8 x R THE X . X
Iz /D g B n] k15 .

TEE TG, R r Bl S 518 HARH /N, e/ F it RO A SR VR 2 T TR 27, GF
Fk=m-nZHBEE. o 2EBEEKFW0.05), XERMERZARIERIMIIFE. HWE—N5z
R4S a  IERENER z Blz+a. HUPSRAERZE r NTGE 2R RVERZETTIRE 7, (B
BERDIRSAT T RS UEIE ), W — Sl i R R e Bt . FR a BT R 2+ a g REARE I
RGBS R Sk 1) Ok, AR TR — N RIS SRR AN T R G AR B B
& a . FIRH BEEET ERERCYE ), (H00EH SRR RE Ol i I 2 m & a 1 AR 2
Z+a XA e/ AR ARAR ZE v, 5NN a B B SR IR ZE v AHAE, WIRR R AR 7+ a N SE RIRVENE
B3]

3. RMEBBIERHEENEE

AL By R U TR R SN R 2. R S, F AR A A R A A Fh 2 A A
SHER MG R EESRL . MRS 2. Jt, Nl LB B R — AN & B 2R 950 Rk 4T -

W S B (R HE T W50 RS BB 1A R (B n AN ) RSN AN B0, A 1 B o AR e R 32 5
TRI TN i Jpreer by o SAETIAMF RIS 50, by, s F RS IR R BOR T A
RA(m>n)e HERRE TIPS RTEATI RO B AR AR e, [FN R L S
T Y PR 0 P8 Y N A7 9 ) DA AN (i ) 8 I RO AT 45 A R ) A O 388 P 1 N
Tha e B, W 2+ a i — A RO R AR B Bt

=
flary

Jul

ST )

™~

>
By

L— |

=y
=]

Figure 1. Local sub-network and external network
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Figure 3. Local sub-network 1
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Table 1. Attack vector at different line congestion
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FH 2 2% Yt a K
1-2 [0.0020 —0.2029 0.0084 —0.0073 —0.0059 —0.4874 0.1329 —0.0723] 0.5493
1-5 [0.1754 —0.3164 0.4636 —0.1284 0.0538 —0.6680 0.1775 —0.1124] 0.9249
2-3 [-0.0958 —0.1971 —0.2471 0.0601 —0.0419 —0.5242 0.1498 —0.0714] 0.6456
2-5 [-0.0776 —0.2056 —0.1992 0.0473 —0.0354 —0.5353 0.1516 —0.0743] 0.6376
3-4 [-0.0541 —0.1858 —0.1383 0.0316 —0.0261 —0.4756 0.1331 —0.0668] 0.5537
Table 2. Comparison of residual before and after attack
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1-5 0.26316 0.27682
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UG =R N ~ 0.27682
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Table 3. Attack vector at different line congestion
%= 3. WEFELBEEMNIEER

2-47
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[H 28 25 % W ) & (IS
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[0.0042 0.0023 0.8784 0.1817 -0.0012 0.0017 -0.0118 0.0025
1-2 0.9302
-0.0015 -0.0071 —0.1993 0.0290 0.0965 0.0281 -0.0284 —0.0950]
[0.0067 0.0023 0.1137 0.5898 0.0203 -0.0118 0.0027 —0.0158
1-3 0.8059
0.0122 0.0082 —0.3982 -0.1492 —0.2383 —0.1447 0.1513 0.0787]
[-1.9775 1.6902 3.1012 0.1683 -0.9319 -0.7510 —-0.6072 —0.7435
2-4 4.5725
0.7794 —0.5569 -0.5011 0.3425 —0.0981 0.3134 —-0.2607 0.8238]
[0.0041 0.0032 -1.2260 0.2557 0.0153 —0.0165 0.0302 -0.0213
2-5 1.3902
0.0173 0.0246 -0.0722 -0.1761 —0.4050 -0.1708 0.1793 0.3157]
[-3.0189 2.5687 4.1307 0.0463 -1.3916 -1.1158 -0.9410 -1.1071
2-6 6.4297
1.1896 —0.8653 -0.3774 0.5072 0.6258 0.4647 —0.2905 —-0.1273]
[3.5133 —2.5919 0.8965 2.8430 1.7655 1.3489 0.8399 1.3243
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[0.0002 0.0002 -0.1757 0.0583 0.0028 —0.0029 0.0043 -0.0037
5-7 0.2126
0.0027 0.0040 0.0263 -0.0314 —0.0700 -0.0304 0.0310 0.0489]
Table 4. Comparison of residual before and after attack
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