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Abstract

With the development of smart distribution networks, operational monitoring and control increas-
ingly rely on multi-source data collected from environmental sensors, phasor measurement units,
smart meters, power line sensors, SCADA systems and communication interfaces. Meanwhile, false
data injection, abnormal network traffic, malicious data patterns and attacks against intelligent
control processes may affect secure operation and decision reliability. To address insufficient real-
time performance, inadequate utilization of multi-source data and weak support of risk assessment
results for operation control, this paper proposes a cybersecurity risk assessment method for dis-
tribution networks based on artificial intelligence dynamic optimization. Multi-source operational
and security data are collected, aggregated, cleaned, normalized and extracted to form standard-
ized security assessment inputs. Intrusion detection, threat modeling, uncertainty measurement of
risk factors and security threshold judgment are then combined to achieve dynamic cybersecurity
risk assessment. Finally, the assessment results are sent to the decision support system to generate
security alerts, risk mitigation strategies or control signals. The analysis shows that the proposed
method can integrate cybersecurity risk identification with real-time grid optimization, operational
feedback and decision control, thereby supporting secure operation and resilience improvement of
smart distribution networks.
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Figure 1. Demand-side cybersecurity and risk mitigation process
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Figure 2. Layered architecture for cybersecurity risk assessment
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Table 1. Data sources and definitions for cybersecurity risk assessment in distribution networks

= 1. B MMERERETEEERRS EX

I BAERIFERH R R A FEAR T KE X
BT I SRR i e ERTEED S W R 1T -7 P S W A P SR S A TR A R 5 32 4
" — R SRR e gk TR T RINBIABES, kM. daqT
IEHE IR RRESEEE EEE WE . RAEMECIRSHE R R S S

B RS B TR, dUFHRE. AR RS Eds  H T Wi s 1 IRas 5 2 4 U2 18] (1 SR 15k

BRI DR A AR . B SRR %$ﬁ%ﬁ%ﬁﬁ‘§ﬁ%ﬁﬁﬁﬁM%ﬁ§

ZAa PR NREER. B @SR RAaBRNILR  H T RAM S % 4 AR R R AR AT

A PAC P AR AR BRI SR . B A AL BRI R AE S I . BV SR T 22 Ut e ) ol
g — HYUESHIRR: BR s U TR R R MRS L ShIIE SN R X XU PP Al 52 s Fr AL
AL FEBR A A RN (B 2257 RRAESR U T IS ATIRAS . IERIRA AN 2 4 U PR 3 P SR e g R
L2 A RSN AR . 20d ERACHE, Al Mbr AL & e VR AR, a2 U PP Al 4 R A S
RN s e T B

4. MEREREIFHTE
eI 2] n HOATE I 24P (AN SO X (n) . MIAT R
X (m)={L(n),E(n), (n),N (n).Z (n)} O

Hort, L(n) R A LA, E (n) RRHEGR, S(n) Rord s TIERSMAERIE, N(n)
FORMAAREHUE, 7 (n) R 2 A R IR . FRBEOR £ (n) IR T FRE AL I g iz 47 W g
S, FEATRWSRE ., WA, RSN IIREPRA TR AR 38 7R A IR XU S8 B0
W70 242 o R Pt 45 SR 50 R A AU R, L R (o) oINS ) x AL F 10 48 % 4 X

TR, R, NRGE RN AR, WA
R(x)2R,, 2

2 R(x) 2 BB ORI, U0 2 i AR PRl S5 SR B SR SR 2 R(x) IR T RMERT,
i e R AR . A SR HE R R sk & — 2 73

N T R ARG R AR ENE, AT AEEREAE, WRERE. BITREMRE R
[B) BRI AN o MO8 R AT HE IR -

-M,(n—1)=H(e,w)-H(z),0>R(n-f) )

Horr, H(z) R4 24 AR R R BT E LS,  H (e, w) R PIEOIRES RIS AT IRE B A 2 1%,
M, (n-1)FnR LI ZPEEVERE, O > R(n— f) Ras KU PP L B ARA RHIWT 26 A7 o 12U T X
W5 DR 25 AN 1 0 2 4 U DA 225 SRR 52

DOI: 10.12677/sg.2026.164013 110 ZHEE HL


https://doi.org/10.12677/sg.2026.164013

St A P I A Rt 25 5L, TR AR SR T
M;"l (yz) = [m(z—p)+Z(mk—E:'_1 )]Z}‘f'l 4)
Horb, m(z - p) 2 MR 2R AR Al 45 SR 52 Z(mk —E,”") FoRBIERR R R, 207 %

I T RUBE TR B — AR IR o 122G 2R IR PPk 45 SR B SIS 5t A2 A T 1 4
%, HATRE R AT RSN

D(m)= (0.0, (1)1 (42). (n-1). K ) ©
A, D(n) RN A LERA R, SORNRRER, J(n-1) R E-RAPEF RS,
Km0 R 52 A R P TR . R AR, TS PRV A 4
i PURERRHS SR 5
5. SRR SERAT

NISUEA STV A R, FR A DY T f 2 R s R 28 A D0 Tk 5. 1207 S 04— ML Y A
=AM AL I EEERA S 10,000 HAEEA, ¥ REJEHE K 60,000 HWMPEA, A& 12 MxOoFy

EAN 2 NP, IR KR B IR AR D T . IR . B RIS AR NSRS, %4
USRI RS

SE S PR AR LR AP IR 1 S R AR S URIB AT B AN I 45 22 A OB s LN B AT IS e HEE
PRAEACRRFAESE B AR5 A I ARAS I 25 R S o W 28 AT 9 AR i s P i i o0 R 73
P L U 5 A R 2 foe i T ARSI Al L RS PR 3R Ak 2 1R MU A8 T T S50 2R A XU o
AR, IR RS RSt MR HAR, PG RR 2 ProsirEaess Kol

Table 2. Example of simulation performance analysis results
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