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Abstract

Artificial intelligence (Al), particularly generative large language models, is reshaping cyberattack,
defense, and security governance. The talent constraint in cybersecurity has consequently evolved
from a simple quantitative shortage into a compound problem involving both insufficient supply
and structural capability imbalance. To address the shortage of interdisciplinary practice-oriented
professionals, the fragmentation among Al, cyber offense and defense, and industry-domain capa-
bilities, as well as the slow response of education systems to technological and industrial change,
this paper develops an analytical framework of “competency objectives-authentic projects-situated
participation-knowledge collaboration” based on competency-based education, project-based learn-
ing, situated learning, and organizational knowledge-creation theory. It argues that talent develop-
ment should shift from knowledge accumulation to capability integration, with emphasis on three
transformation capabilities: converting Al outputs into trustworthy security evidence, translating
technical anomalies into business-risk judgments, and transforming offensive and defensive find-
ings into governance decisions. Drawing on the distinctive positioning of vocational undergraduate
education, the paper further proposes a scenario-driven curriculum-module development cycle, a
project-based virtual teaching and research office, graded safety-responsibility management, and
an industry-education integrated practice environment, and compares these mechanisms with
those of application-oriented undergraduate education. These mechanisms may help convert occu-
pational competency requirements into teachable, trainable, and assessable project tasks; however,
their implementation remains constrained by access to authentic scenarios, interdisciplinary col-
laboration costs, continuity of enterprise participation, data compliance, and limited empirical ev-
idence. These constraints should be addressed through graded de-identification, institutionalized
collaboration, periodic evaluation, and continuous validation.
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Table 1. Comparison of talent-development mechanisms between information-security vocational undergraduate education and

application-oriented undergraduate education
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Figure 1. Scenario-driven curriculum module development process
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Table 2. Risk classification and control framework for hands-on cybersecurity teaching
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